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Abstract

This paper describes an embedded security coparctes
consists of four components: an Advanced Encryp&ten-
dard (AES) based cryptographic engine, a fingetpniatching
oracle, template storage, and an interface unib Tumction-
ally-identical coprocessors are fabricated usingSMC 6M
0.18+1m process. The first coprocessor uses standars arsdl
encrypts at 3.84 Gb/s. The second coprocessonMags Dy-
namic Differential Logic (WDDL) combined with diffential
routing to combat side-channel information leakageugh
power analysis attacks. It encrypts at 0.99 Ghbite doproces-
sor is part of a security-partitioned embeddedesystalled
ThumbPod.

Keywords: Advanced Encryption Standard (AES), crypbg-
raphy, differential power analysis, coprocessor, lmmetrics.

Introduction

In recent years, the integrated circuit has emeegea weak
link in embedded security applications. The IC blassts in-
formation that is related to the secret key beisgduin the
encryption operation. Several attacks have beeorteg that
use information such as power consumption, timeyjeand
electromagnetic radiation to find the secret kehiege side-
channel attacks (SCAs) are a real threat for anycdein
which the security IC is easily observable, suclsraart cards
and other embedded devices [1],[2]. As an examptbeopo-
tency of SCAs, Schneier wrote in 1998 that themoisenough
silicon in the galaxy or enough time before the Bums out to
perform a brute-force attack (trying all possib&y%) on the 3-
DES cipher with a 112-b key [3]. With the differehtpower
analysis (DPA) side-channel attack, however, weevedrie to
find the key of a standard cell IC AES implememtativith a
128-b key in less than three minutes with standaipdratory
equipment. Clearly, SCAs pose serious concernghierem-
bedded IC security community.

There are two steps required to secure an embesjdéein
from such side-channel attacks. The first stepe@usty parti-
tioning, in which an embedded system is partitioimgd two
parts: a secure and an insecure module. Suchipairig en-
sures that the processing and storage of non-seniiforma-
tion is done on the insecure module, and the psitgsand
storage of all sensitive information is done on $beure mod-
ule. The second step is to use circuit and physécdiniques to

Though such techniques require considerable ovdrhira
terms of area and power, due to security partitigronly the
secure module must be protected for the systeranmin se-
cure, thus minimizing such overhead.

We have designed such a partitioned secure embexygded
tem called ThumbPod, which is used for biometrid arypto-
graphic embedded authentication, as shown in Figeturity
partitioning has been performed to divide the sysieto an
insecure module (an FPGA LEON 32-b RISC proceszad)a
secure module (a coprocessor IC).

This paper discusses the secure coprocessor ICcafrec-
essor consists of four components: an Advanced yftion
Standard (AES) based cryptographic engine, fingetrpratch-
ing oracle, template storage, and an interface unit

Two functionally-identical coprocessors were fahtéd on
the same die using a TSMC 6M 0.8 process. The first
coprocessor was implemented using standard cellsegular
routing techniques. The second coprocessor waeimgited
using a logic style called Wave Dynamic Digital log
(WDDL) and a layout technique called differentiauting to
combat side-channel power analysis attacks. Wéckstied two
functionally-identical coprocessors to allow usctimpare the
side-channel resistance of a typical IC versuswitte special
circuit techniques.

The remainder of this paper is as follows. The rsexdtion
describes the IC system architecture. The thirdisede-
scribes power analysis countermeasures. Subseguantia,
timing and power numbers are presented togethdr thi¢
power attack resistance. Finally related staterefart and a
conclusion are presented.
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IC System Architecture

The section of the paper describes the four compenaf
the coprocessor IC as shown in Fig. 1: an Advaritec yp-
tion Standard (AES) based cryptographic enginggefiprint
matching oracle, template memory, and an interéenie

The cryptographic engine consists of the AES corEig. 2
together with a controller, registers, and an fat to
read/hash the memory. The datapath is based onoand of
the AES-128 algorithm along with on-the-fly key eduling.
The AES core is optimized for speed, with a goatafimiz-
ing delay for one round. A full encryption of 128dhata using
a 128-b key takes a total of 11 cycles. The cryptgine per-
forms AES encryption in ECB (Electronic CodeBook)i-B
(Output FeedBack), and CBC-MAC (Cipher Block Chagni
Message Authentication Code) modes without any lioss
throughput.
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Fig. 2. Architecture of the AES core.

A neighbor-based fingerprint matching algorithm pier-
formed on the oracle. The feature extraction ofaadtate
fingerprint is done on the LEON, which then serusdracle a
fixed number of queries, each query consisting ofaagle
value, distance to neighbor, angle to neighbor, angle of
neighbor along with indexing terms. At each quéing oracle
loads a section of the pre-stored template andeimehts cor-
relation functions. After the final query, the dexanakes a
final accept/reject decision that is passed toctiyptographic
engine as a security flag. To prevent adaptiveyjattacks, the
oracle does not provide intermediate feedback & LEON
during the query phase, hence its name. The mataiiacle
algorithm has a false accept rate (FAR) of 0.01% arfalse
reject rate (FRR) of 1.5%.

The register file for the storage of the fingerpiemplate
can store up to 30 minutiae of 119 bits each. Haictutia con-
sists of its own angle value (5-b) and informationsix minu-
tiae neighbors: distance to neighbor (8-b), angleng¢ighbor
(6-b), and angle of neighbor (5-b). The maximunusedtor-
age size of a template is 3570 bits.

The interface unit allows access to the IC by medias20-b
instruction/data input bus and a 17-b output bl @init uses
pipelined registers with logic gates to ensurelstalata proc-
essing with one- or two-sided handshaking protocbfe co-
processor can operate with a 50 MHz processor nihiange
of clock frequencies from 1 MHz to 288 MHz.

Differential Power Analysis Countermeasures

Of all side-channel attacks, differential power lgsia is a
SCA of particular concern as it is very effectivefinding a
secret key. The attack is based on the fact tlyit lmperations
in standard static CMOS have power characterighies de-

pend on the input data. Power is only drawn froe plower
supply when a 0 to 1 output transition occurs. (B0 to 0
and 1 to 1 transitions, no power is drawn. Duririgta O tran-
sition, the stored capacitance is discharged targtg There-
fore, by measuring the power supply of an IC asnitrypts,
and then performing statistical analysis of the sneed power
traces, the secret key can be determined. DPA dws roven
effective in extracting the key of both microprosmsbased
and ASIC-based encryption systems.

To combat DPA, this paper presents a techniquehaprio-
vides a constant power dissipating logic: in oreeklcycle the
power consumption of each individual logic gatec@sstant
and independent of its input signals. In other wpfito 0, 0 to
1, 1to 0, and 1 to 1 output transitions all draes same power
from the supply. The major advantages of employingon-
stant power dissipating logic style are that tippraach is a
distributed countermeasure, is correct by constractand is
independent of the cryptographic algorithm or anigtic im-
plemented. Two conditions must be satisfied to hawstant
power dissipating logic: a logic gate must havecéyaone
charging event per clock cycle; and the logic gatest charge
a constant capacitance in that event.

Dynamic differential logic, also known as dual rsith pre-
charge logic, has a single charging event per cyidie fabri-
cated IC uses Wave Dynamic Differential Logic [dgpicted
in Fig. 3, to implement dynamic differential behaviusing
static CMOS standard cells.
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Fig. 3. Wave dynamic differential logic (WDDL).

A WDDL gate consists of a parallel combination wfot
positive complementary gates. In the precharge eghbsth
true and false inputs are set to 0. This puts titpud of the
gate at 0. This 0 precharge value travels as {hd to the next
gate, creating a precharge “wave”. In the evalmaphase,
each input signal is differential and the WDDL gea#dculates
a differential output. Fig. 3 shows the compositioh the
WDDL AOI221 gate with drive strength 2. Special istgrs
and input converters, shown in Fig. 3, launch theclparge
value. They produce an all-zero output in the paegéd phase
(clk-signal high) but let the differential signdirough during
the evaluation phase (clk-signal low).

Besides a 100% switching factor, it is essentiat thfixed
amount of capacitance is charged during the tiansifThus,
the total load at the true output of the differahgiate should
match the total load at the false output. The loaplacitance
has three main components: the intrinsic outpuacidgnce of
the gate, the interconnect capacitance, and thmsit input
capacitance of the load. For high security appbicat the con-



tribution of all components must be constant. Hosveas the
channel-length of transistors shrinks the interemtrcapaci-
tances become the dominant capacitance [5]. Heéhedssue
of matching the interconnect capacitances of theadiwires is
crucial.

The best strategy to achieve matched interconreguhai-
tances is to route the true and false output ssgwéh parallel
routes that are at all times in adjacent trackbefrouting grid,
on the same layers, and of the same length [6]n Tidepend-
ent of the placement, the two routes have the dasteorder
parasitic effects. We forced the place & route timotoute all
true and false signals at all times in adjacertksay the fol-
lowing method. Each differential output pair is tahsted as a
single “fat” wire, which has the width of 2 paraligires plus
spacing. The design is routed with the fat wire ahthe end
the fat wire is decomposed into the differentiatesi Fig. 4
demonstrates the place & route approach.

Fig. 4. Place & route approach:
sign (right).

fat design (ledt)d differential de-

Results

The prototype IC consists of two functionally-idieat co-
processors fabricated on the same dieinSecurecoprocessor
is implemented using standard cells and regulatimguech-

niques. Asecurecoprocessor is implemented using WDDL

and differential routing. Both coprocessors haverbanple-
mented starting from the same synthesized gatd teatést.

The WDDL gates have been derived from the commiercia '

0.18m, 1.8V static CMOS standard cell library used hie t
regular insecure design.

Fig. 5 shows the encryption start signal and thgplucur-
rent of the coprocessors in OFB mode. The suppisent of
the insecure coprocessor exhibits large variatittrigoadcasts
the eleven encryption rounds. The high power pe¢dkeastart-
ing point of each new encryption can be used amehsoniza-
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Fig. 5. Transient measurement (2 encryptions; 2&kclcycles) of
encryption start signal (top) and core supply aur(bottom).

tion signal. The power consumption profile of trezwwe im-
plementation on the other hand is invariant andsdu reveal
any information in a simple power analysis. In eafdtk cy-
cle, the same total load capacitance is charged.

We performed DPA on each coprocessor as it executed
AES, measuring 15,000 and 1,500,000 supply cuaeqtisi-
tions for the standard cell and WDDL coprocessogspec-
tively. In other words, we performed 15,000 endypd on the
standard cell coprocessor using the same key (@vftbrent
inputs) while measuring the current fluctuationsenir the
power supply. Using these current fluctuations veefgymed
the correlation DPA attack. With WDDL, we performé&cdb
million encryptions.

The resistance against DPA is quantified with thener of
measurements to disclosure (MTD), which is the sxger
point between the correlation coefficient of thereot key and
the maximum correlation coefficient of all the wgpkeys
guesses. For both coprocessors, an attack on gnbyke is
shown in Fig. 6. MTD is shown in the “Correlatios. Wumber
of Measurements” graphs as the point where thekbliae
crosses the grey envelope. Though only one ofixteen key-
bytes (128-b key = 16 key bytes) is shown, theltedar the
other fifteen key bytes are similar.

For the insecure coprocessor, 2,000 measuremeatsrar
average required to disclose a secret key byteoRerof the
sixteen key bytes, a mere 320 samples are suffitdemount a
successful attack. As seen on Fig. 6, the peakleo€orrela-
tion graphs are large. There is no doubt abouttheect key
byte. For the secure coprocessor, on the other, lramdneas-
urements show that out of sixteen keys bytes, WHifec-
tively protects five key bytes. One and a half imillmeasure-
ments are not sufficient to disclose these five kgies; one
example is shown on the bottom of Fig. 6. The eiekey
bytes that have been found required on averag®@85neas-
urements. The improvement in DPA resistance malkesat-
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Fig. 6. Cracking the secret key with differentialer analysis: Stan-
dard cells and regular routing using 15K measurésnéiop); and
WDDL and differential routing using 1.5M measurensefbottom).



tack de facto infeasible. The required number csneements
is larger than the lifetime of the secret key insmpractical
systems.

The analysis also showed that for a dual rail dedtge cor-
relation coefficient of the correct key guess cannegative.
This means that the more bits change the less pmmveon-
sumed. This actually means that the 0 to 1 switchihthe
false net uses more power than the 0 to 1 switcbinge true
net. The parasitic capacitances affected by thse feilgnals are
larger than the ones affected by the true sigr@tsthe other
hand, for the five bytes that have not been fouhe,capaci-
tances have an almost perfect matching betweediffieeential
nets. Hence it is crucial to guarantee matched ditgrees
consistently for all the logic. Matching can be noyed by
shielding the differential routes on either sidéwa power line
to eliminate cross-talk effects. Alternatively,cieasing the
distance between different differential pairs wotddiuce the
effect, or an improved iterative design flow colld used to
identify and correct mismatches.

Table | summarizes the results of the fabricatedwiiose
micrograph is in Fig. 7. The standard cell copreoedias 199
Kgates with an area of 1.98-n0.79-mni for AES). The
AES can operate at 330-MHz for a 3.84 Gb/s enampptate.
As far as we know, this is the fastest non-pipelid&ES en-
cryption rate published in silicon. At 50 MHz, pawensump-
tion results for the AES and full system architeetare 0.054
W and 0.036 W, respectively.

the DPA resistance, however, have not yet beempeed.
Conclusions

WDDL and differential routing is a functioning teghue to
thwart power attacks. Experimental results showédt t
1,500,000 acquisitions are not sufficient to fullisclose the
128-b secret key. The trade-off is a three timeseiase in area,
and a four times increase in power consumptionramimum
clock period. Security partitioning [7] minimizeket cost for
complex systems. Even with the penalties, the secoproces-
sor still runs orders of magnitude faster and espdass en-
ergy than a software implementation on the maircgssor.
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The WDDL coprocessor has 596 Kgates with an area of
5.95-mnf (2.45-mnf for AES). The AES can operate at 85.5

MHz for a 0.99 Gb/s encryption rate. For WDDL at 61z,
power consumption results are 0.200 W and 0.4860Mithie
AES and full system architecture, respectively.

TABLE |.IC RESULTS SUMMARY

Parameter Standard Cell WDDL
Gate Count (eq. gates) [K] 199 596
Area [mnT]

AES 0.79 2.45

Oracle 0.11 0.26

Memory 1.05 3.21

Entire System 1.98 5.95
Maximum Frequency (@1.8V) [MHz]

AES 330.0 85.5

Entire System 288.2 69.0
Maximum Throughput (@1.8V) [Gb/s]

AES 3.84 0.99
Power Consumption (@1.8V, 50 MHz) [W|

AES 0.054 0.200

Entire System 0.036 0.486
Measurements to Disclosure

min — mean — méx 320-2,133 - | 21,185 — 255,391

8,168 1,276,186
Key bytes not found (@1.5M Meas.) n/a 5

"Duty factor of clock > 50% to guarantee prechari@lcgates
Estimation based on area ratio AES vs. Entire Sy
*Based on correctly guessed key b

Related Work

As far as we know, this paper reports the first Biégistant
circuit-plus-routing technique implemented andedsh actual
silicon. [8] presents a dual-rail asynchronous tégple in sili-
con, but does not use differential routing for rhatt capaci-
tances. We are aware of one silicon implementaifan algo-
rithmic countermeasure [9]. Measurements and assegsof

Fig. 7. IC micrograph.
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